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Subject — Computer GK

Cyber Security
1. Cyber Security T %‘?

3dY. Computers, Networks, Systems3—ﬁT Data &l Cyber Threats & ﬁ?ﬁﬂ?—f @ T GihaT|
2. Malware 4T %?

39X: Malicious Software ST System T Data &l JchHTe] qgtﬂ Hehdl %I

3. Virus 4T %‘?

39Y; AT Malware St 370 FiIes/Programs@ SIEET el gahd %I

4. Worm T %‘?

3a%; UAT Malware SiT TG &I Copies ST Network H el HepdT gl

5. Trojan Horse 4T %‘?

3a%: UAET Malicious Program ST 393190 Software & &9 & ﬁ'@'lé’ ¢ Thd gl

6. Ransomware 4T %‘?

3aY; UAT Malware ST Data @I Encrypt/Lock &¥eh Tl T AT T TohdT &l

7. Spyware 4T %‘?

3 QAT Malware St User 1 aTfafaferdt a1 Sieehll WX 9o &9 & Ao’ 1@ Hehell
gl

8. Phishing &1 %‘?

3l Eﬂ'@ﬁ]?f b} Password, Banking Details ST Sensitive Information ITCd &deT &l YATH |
9. Smishing 4T %?

3T SMS & ATEIH F fHAT ST Tl Phishing|

10. Vishing 4T %‘?

37X Voice Call & ATEIH & fohdT STel dTell Phishing|

11. Spam T %?

39T 3Tdrg AT 3aied Messages/Emails|

12. Firewall 4T %‘?




3T Network Traffic I fId Security Gl Fel dTell YuTelT|

13. Antivirus T h{dT %‘?

3W: Malware &l Detect, Block IT Remove el H JgIAAT T gl

14. Encryption &dT %?

30%; Data ! UH &I H deoldl [ofd &7 3T Key o THSTT Hide &l
15. Decryption &1 %‘?

3T Encrypted Data &1 Hel/TSa1d & H dcelel sl TishdT|

16. Password &T 39319 &9 AT 31?-|T %?

3dY. Account/System $I Authentication 3iX ﬁT&:IT & o]

17. Strong Password &ar ?F-IT ilT%l!'?

3T AT ST 3R AT AT HiSeT el AMGT AT IHel@N-37eT Accounts H
3TeldT Password {ddAT a’é’?ﬂ' %’I

18. Two-Factor Authentication (2FA) 4T %?

3dY: Login o fIT &I 37el9T Authentication Factors T 39T4T|

19. Biometric Authentication &I 3¢Ig{0T AT %‘?

3% Fingerprint 31X Face Recognition |

20. CAPTCHA &T 3991er fore fare fFam amar &2

33 dg S & o & User ATAT E-." T Automated Bot|

21. Cyber Attack &1 %‘?

3dY: Computer System, Network IT Data Gl ol qgulﬁ/aaﬁ% Access 9Tel T
9Ty |

22. Data Breach &dT %‘?

3. Sensitive AT Confidential Data bl 3-17{1%!1?(-[ Access, Disclosure dT BIEU E’I?-ITI
23. Social Engineering &34T %‘?

3aX: A4 I Manipulate Fh SATIhRI AT Access T del I dhalloh|
24. Backup FAT ST %‘?

39X Data Loss 8ls7 UX Data &I Recover T & foIU|

25. VPN &T QT ATH &7 872

3dY: Virtual Private Network

26. Database 4T %?

3TN SAedd ®9  HIGIA Data I HIF|

27. DBMS T T T 4T §?

3dY: Database Management System




28. DBMS FIT HIdT &2
3dX; Database &l Create, Store, Manage3—ﬁT Access BTl H HelAdl ehIdl %I
29. RDBMS &T QU «ITH 4T %‘?

3dY. Relational Database Management System

30. RDBMS # Data fH &7 & Harfoa ghar 82

3T Tables H|

31. Table FT §?

30X Database H Rows 3{X Columns @ ¥ H Data T&sT ahT TXTST|

32. Database & Row &Y 4T chel SIldTl %’?

3dY: Record

33. Database & Column &Y FIT el olldl %‘?

3 Field

34. Primary Key &dT %’?

3d%: OIT Field AT Fields 3hT HqHg ST Table & 9cdeh Record T Unique YgdTel oh{dl %’I
35. Foreign Key &4T %?

3a%; UAT Field ST ThAT 37T Table T Primary Key & T8 TATAT T £l
36. SQL T T AT F4T §?

3dY: Structured Query Language

37.sqL & 39T fFa faw frar srar 82

31 Database # Data &l Create, Read, Update 3T Delete o & faTU|
38. SQLﬁ' Data YTcd &l & fow HlF-H Command 9T ﬁ?ﬁ %‘?
3 SELECT

39. SQLﬁ' gl Record Gﬁgﬁ‘ ¥ fav Fia-dF command gAT ﬁ?ﬂ %‘?
3 INSERT

40. SQLﬁ' Record 9gelet & AT HlT-HY Command AT ﬁ?ﬁ %‘?
3. UPDATE

41. SQLﬁ' Record E’ETFT F fow *la-d command v3YeT iﬂ?—ﬁ %‘?
3 DELETE

42.SQL# Table §7 & foIT &ia-AT Command 93T ?IT—ﬁ %?

3. CREATE TABLE

43. Database ¥ Duplicate Records ' UFha & faw a1 3uAeft &2
3. Primary Key/Unique Constraint

44. Microsoft Access 4T %‘?




3dY: Database Management System

45. MS Access T Eﬂﬁﬂ? Database File T Extension &4T %?

37X .accdb

46. Database ® Query T %‘?

3a]: Database & W Data 9Tt AT 30 W ST A & folv fear smr e
47. Database # Data Redundancy &1 %‘?

3T Ueh g Data &l 3ATdT$ &9 T d-IR Store BIAT|

48. Database Normalization &4T %‘?

3 Data Redundancy & &el 3iR Database Structure I Sgd¥ §elTel FT FihaT|
49. Database # Backup T 9T HAged %‘?

3dY: Data Loss IT System Failure $r Tafd & Data Recoverya? forT|

50. Database Security <l 3'8@'%1‘1' C21 %?

3d: Data @& Unauthorized Access, Modification 3R Loss & W’H YT

(@ Exam Special - IR/ Hgcaqo!

Virus > FiIes/Programsﬁ SEET thel TehaT %

Worm > T3 thel Hehell &

Trojan - 3913 Software ST&ET %'@'Ié ¢ gohdl &

Ransomware -> Data &l Lock/EncryptaﬂT{ﬂ? T AT Fopdr %}
Phishing - Fake Message/Website & SITelepR] t_l_,{lo:l I 9IqTH
Firewall - Network Security

Encryption - Data Ca) '{R’@H & H deelel

2FA - @I Authentication Factors

DBMS -> Database Management System

RDBMS -> Relational Database Management System
SQL - Structured Query Language

Primary Key - Unique Record Identification

Foreign Key - Tables & §I Relationship
SELECT -> Data 9Tcd il

INSERT -> Data SiIS<1T

UPDATE -> Data dccfoll

DELETE - Data gcldl




